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Very first lecture 16.04.09
Question:
What is a ,random-bit*? That is a nonsense-question. The right question is: What is a
random-bit generator? (machine, random variable, distribution)
What is the use of randomness? -Cryptography

Example: Quicksort 8 3 5 2 1 7

*Cost for sorting n elements

*number of comparisions is O(n?) in worst-case and O(n logn) in average-case when using
deterministic choice of pivots

random choice of pivot: O(n logn) worst-case
advatages of probabilistic algorithms:
ssimplicity

*speed

Example: identity task: 4 ,b,ceR"": is a-b=c ?
Calculation has cost O(n®). But there is a random algorithm with cost O(n?):

Use a random-vector ¥ and check:is a-b-X=a:(b-X)=c-X ? As you see the calculation
cost is now O(n?):

0(n?) 0(n?)
0(n?)
answer correct <c= ab #c— answer correct with certain probability.

lecture 20.04.09
Probabilistic (randomized) algorithms
caution: this is not average-case analysis.

Fingerprinting technique Freivalds ~1970s.

Identify a large object by a small amount of information. (,hash function®)
Not cryptographic, just information theoretic.

Generic example: Given a polynomial f€R|[x,,...,x,] implicitly. R[x,,....x,| isthe ring
of polynomials in x,,...,x, . Thatmeans Vi, j,k€(l,...,n)

e  x+x,€R[x,,..,x,] (closure for addition)

. 30:x,+0=x; (additive identity)

. X +x,=x;+tx; (additive commutativity)

e dx:x,+x,"=0 (additive inverse)

e  x+(x;+x)=(x+x,)+x, (associativity of addition)

. x,-‘ijR[xp s X, (closure for multiplication)



. x,-'(xj'xk)=(x,~'x,-)'xk (associativity for multiplication)
« Jl:x;1=x, (identity for multiplication)

o x(x4x)=xx+x,x, (distributivity)

* aninverse operation for multiplication is NOT needed.

Now we discuss the question, how one can efficiently test:
Is /=0

1. arithmetic circuit:

input: constants, x,,...,x,

operations: +, -, *

output: one polynomial Z a,x"

Definition degree: for f=x{"+...+x" degree ([ )=max(p,).
(wikipedia)

2. For example f could be the determinant of linear polynomials:

X, tx; .. x,—5x;+2
f=det| x;+x ... S5x,+1

All entries are linear polynomials of x,,...,x, .

What complexity has the solution of this problem? How many terms can | have? Degree
<n in each variable: (n+1)" Butwe don't care about this. We want to use an

probabilistic algorithm: substitute random values «a,,...,a, for x,,..,x, and testif

?

(ay,..,a,)=0 .

f=0=f(a,,..,a,)=0  because [f=0V x,, especiallyalla,
f#0=prob(fl(a,,..,a,)#0)>?

simple case: 1 variable: f€R|x|, deg f<n, f#0

_ . _#la:f(a)=0}
example:
z,=0123} . f:Z-Z, , f(n):=2n=02,0,6,0,10,0,14,0,18,... and
prob(f(a)=0)=i=50% _
2n

example2:

R=Z , f=x>-1 ,roots: 1,—1=14,4,11=—4
| suppose there are no other roots, because x€Z,; .
Definitions:

(i) ring: +, -, *, 0, 1 with ,usual® rules, for example:



R=Z Ry=Z; | R3=Z[x]

3

commutative)

R,=R[x,,x,,x;] , Rs=nXn integer matrices (not

(i) a€R zerodivisor: a#0 , IbeR , b#0 , ab=0 .A zerodivisoris a
multiplicative element a that is non-zero, and there is another element b (non-zero) which
makes a zero by multiplication.

Example: a=3€Z; : 3.5=15=0 in Z5 .

1 ojfo o)_{o o}_,
R; = 1o oflo 1] 1o o

—— ——
#0 #0

(i) R is anintegral domain. < R has no zerodivisors.

Theorem:
R integral domain, f€R[x|,deg f<n,f#0=f hasatmost n rootsin R .
Proof:

Inductionon n>=0 : n=0 CORRECT
f=(x=a)g(x)+ r

n>1 :take aroot a : /I division by remainder r .

deg=1 deg <1
Il deg(g)<n
substitute a for x :
0=f(a)=(a—a)-g(a)+r=r
f=(x—a)g (6)
claim: bER,b#a, [ @ =0=g(b)=0

(b—
by induction: g has

a)-g(b)
n—1 roots. QED.

|/\v

Notation: finite probability distribution D on A
When 4 is afinite set: D: A—»IR , one can write prob(a) for D(a) :

0<prob(a , Z prob(a

acA

The uniform distribution U, on a is defined: Ya€A4 : prob(a)=L

#A
xepD | (xepd)=(x U )
Schwartz-Zippel Lemma, Schénhage, Lipton
,honzero preservation lemma*“

Theorem:
R be an integral domain, f€R|x,...,x,| , degf<m , f#0 , SCR finite, s=#S .

(i) f has <ns"' rootsin §" .
(ii) prob(f(a)=0:a<—RS”)sni
Proof: Inductionon n»>=1 . n=1 CORRECT.

n=2 : f(x)=gxitg x o tgoxs g &ER[x x| | aes™!
g.(a)#0 (7), g,#0 |, 0<k<m , degg,<m—k (8)

#(roots of g, €8" \<(m—k)s"> (9)
# (common roots of fand g,€S")<(m—k)s

n—1 n—1

s=(m—k)s



#(roots€Sof g,(a)-xi+..+g(a))<k ..
aesS”
fla)=0=(g,(a)#0,f(a)=0)V(g,(a)=0)

<k-s <(m—k)s""'
1

together <m-s"~
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Polynomial identity testing
Given f€R[x,,...x,] implicitly (by a ,circuit*), deg f<m
Question:Is f=0 ?
Test: choose S<SR finite with #S5>2m
Test: f(a,,..,a,)=0 , a,..,a,<3S
Lemma: Nonzero preservation lemma:
f=0= test correct.
f#0= prob( Test incorrect )S%
definition:
deg f= totalk degree of f
f= Z a; Xi'.x,

iy,

a, ,€R  deg f=max

...l .
Leeetn T,y

example: deg (5x*+3x,—6x3)=4

Finite probability space (4,D)
ScA4 :,event”
S and T are independent,if D(SNT)=D(S)-D(T)

Example:
A=(12,3,4,5,6) , D=U, (uniform distribution)

S,=odd ={1,3,5} S,=0mod 3=(3,6/
S,=even=1{2,4,6] S,=0mod 4={4}
independence | S, S, S, S,
S, D({1,3.5}) D(4) D({3}) D(4)
# # = #
D({1,3,5}) D({1,3,5}) D({1,3,5}) D({1,3,5})
D({13.5}) -D((2,4,6]) D({3,6}) -D([4))
S, D(4) D({2:4.6}) D({6}) D({4})
# # = #
D({2,4,6}) D({2,4,6}) D({2,4,6}) D({2,4,6})
D({13.5}) -D({2.4.6}) -D([3,6}) D([4})
Ss D({3}) D({6}) D({3.6}) D(8)
= = * #
D({3,6}) D([3,6}) D({3.6}) D((3,6})




D({13,5}) -D((2,4,6]) D([3,6}) D([4})
S, D(4) D({4}) D(4) D({4})
#* #* #* #*
D({4}) D({4}) D({4}) D({4})
D({1,3.5}) -D((2,4,6}) D({3.6}) -D([4})
Independence «— Chinese remainder theorem
S,T,U independent < prob(SNTNU )= prob(S)- prob(T)- prob(U)
A
prob(T NU)= prob(T)- prob(U)
A
prob(SNU)= prob(S)- prob(U)
A
prob(SNT)=prob(S) prob(T)
— perfect matching
— primality testing
— factoring polynomials
Bipartite perfect matching
adjacency matrix
- 2 4
1 + -
G : 2 + +,
3 3 - +
4 - -
0 x, 0 0
0 x,, 0 x, —

detM =Y sig(m)M ..M

mES,

maximum flow

0 0 x4,

perfect matchingin Gem with M, =x...x,,#0

If 3 matching <detM #0 . So the determinant has to be checked.

probabilistic algorithm for a zero-determinant-check:

S= substitute random elements from § for (10) x;

S={-n,..,

n} for n vertices.

Calculate this instance of G.

4n(4) /[ Leibniz-Formula. Similar algorithm works for




primality testing
Given N , try to divide by all (prime)numbers <N . Cost: 2%
imput= N in binary

n =inputlength = log, N

VN =20

Notation:
R ring, a€R unit <3beR:ab=1 .bis an inverse factor, a are invertible numbers.

R"=[unitsof R) ;example: Z*=(x1}, Q*=Q\(0]
neN , R=Z, , 7zX=(a€Z:gcd(a,n)=1) /I gcd = greatest common divisor
p prime: Z,=Z\[0]

Fermat's Little Theorem:
Conditions: p prime, gcd(a, p)=1 .The above declarations still meet.
then =a7'=1
Example:
p=1

in particular: 277'=1 If 2" '#1 in Z,= n not prime.
S =la€Z’:a"'=1}<Z} is subgroup.

The size of any subgroup divides the group size.
Fermat's LT =nprime=S,=Z)
S,=Z;

Carmichael number

n composite =#S5,<0.5Z. or

lecture 04.05.09
short note on Claus Peter Schnorr: factoring integers in polynomial time...then:

REPETITION: Primality testing:
Given integer N, is it prime?

Fermat's little theorem:
Let N be prime, =4""'=1 in Z; .
, < ,is nottrue, see ,Carmichael-number*
NNZIOOO
computing large power «* :repeated squaring
k=13, binary 1101, length log,k .
2

a

2 3
a-a=a



(a3)2=a6
(a6)2=a12
a%a=a"

cost: =<2length~2log,k
Fermat test:

1. Choose a€;Z,
[2.if ged(a,N)#1 | return ged(...) ]
3. Compute «"' in Z,
4. return ,composite”if b#1 and ,possibly prime“ otherwise.

Theorem:
The algorithm uses O(#’) bit operations. ( a-b needs <n* bits multiplied.)
Where n=log,N .

The result ,composite® is always correct.

1
The result ,possibly prime“ is correct with probability 25 , if N is prime or a Carmichael

number.

Idea: V1 : IV N primein Z, .
And there are >4 elements for the case that N is no prime power.

The strong pseudo primality test was developed by: Miller 1976, Robin 1976, Solovay-
Strassen 1974.
It was realized in deterministic polynomial time by Aggerval-Kayal-Saxena in 2002.

Let feip[i]

Z,[x]

f=I1(x-a) ,task: find 4 from f .

a€A

monic of degree n , ASF, :

FLT (Fermat's...)

a’'=1VaeZ=7Z \0]
a’=aVa€Z,

x’—x= H (x—a)

acF
»

binomial

x(xP=D)TE x(x 2 1) (x 2 +1)
[Tx-a) [T(x-a)

a€s,= { squares} a€ s, = { nonsquares }




Assume 0¢€A4 .
p—1

ged(f,x? =)= ] (x-a)

a€ANS,

Shift by random number U€F , and split again:

Replace f(x) by f(x=U) .

Example:

p=7
0 1 2
& €

f=(x=2)(x=3)(x—4)(x=5)
A=(23.4.5)

A,=ANS,=(2,4]

A,=4ANS,=(3.,5]
shiftby U=-1 :

A;={1,3]

4,=(2.4)



A00=A;mSo={1}
A01=AomS1={3]
Ay=A'NS,=(2.4]
Ay=40S8, =0}

Theorem:
Polynomials in Fp[x] can be factored probabilistically in polynomial time and in degree
logp .

open question: deterministic polynomial time.
lecture 07.05.09
I. Probabilistic algorithms

Higher Level View

[I. Random generation: true randomness
Random generation: pseudo randomness

P, BPP, NP

Decision problems  L<{0,1}

Consider polynomial time algorithms (or BPP=
machine) A4 ,bounded probabilistic polynomial time*
with input x€{0, 1}

A(x)=1Yes if xeL Lep _
(x) no ifxéL:> n =l

A nondeterministic

Al x =[yes,atleast0nce ifxEL:LeNP

always no if x&L
A probabilistic

>1/2% if x€L

4 = L.€ BPP
0 if x&L

prob(A(x)= yes)=[

*He said that it could be anything else in (0,1)

Example 1: Primality testing: L={x€IN; x composite|
Example 2: Identity testing: L={f€Z|x,,...,x,], givenascircuit : f #0)

PSBPPES NP

P#NP Cook's Hypothesis
L NP-complete: LeP< P=NP (1)



Standard conjectures: P=BPPNco—BPP *

*complement elements of BPP

conjecture: NP #co— NP .ZPP*: always correct

*He said it was something with ,zero“. Someone's mind didn't work well
at this time, but | admit that there isa <!> Chance, that it was my mind.

Since 2002 we know: {primes| , {compositesj€P (2)

[ factoring polynomial over finite fields | € ZPP

ep”
Impagliazzo & Kabanets: identity testing €P=P=BPP
How to generate random-numbers

Hardware-based generation:
* System clock
» sector access on hard drive
* radioactive decay
» semi-conductor thermal noise
* electrical systems:
* capacitor charge
* oscillators
energetic mouse movement

Drawbacks:
* expensive
* might be modified by adversary
* hard to estimate quantity and quality of randomness

Generating randomness, entropy

Information theory: Claude Shannon 1948
entropy, error-correcting codes

our applications:
* randomized algorithms: robust
* crypto: pseudo-randomness

43 bit LFSR

|
32 bit select

Motorola Generator

32 bit select

| output
37 bit CASR

lecture 11.05.09



linear feedback shift register LFSR:

X output

x:=b,®b,®..8b,,
cellular automaton shift register CASR

state of cell attime ¢ is given by states attime ¢ (3).
Here: s,.,(i)=s,(i—1)@s,(i+1) except one place (4)

CA: Stephen Wolfram: W. Alpha Mathematica

Motorola: Sample intervals

Schindler BSI: too short

Reason: entropy too small

The sample intervals used by Motorola are too short. The BSI decided these algorithms
are too unsecure to get the certificate of security.

Entropy
Given random-bits (5)in {0,1} . How to produce uniformly tritsin {0,1,2,} ?

l. attempt: 3 bits b, , b, , b, ;output = Hamming weight mod 3= amount of 1's mod 3.

0| [2/8
1|_(3/8
217|378
3

. attempt: b, , b,
output b,+2b,if <2
fail if =3

1

Problem is not exactly solvable, because all probabilities after k bit choices are 2%?&5 for

some mEN .

Produce 3 trits via 2 bits, attempt need 3 * 2 = 6 bits, no (11) among them.
Need only 5 bits since 3°=27<2°=32
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Entropy

How many bits ( B )isatrit( 7 )?
T<2B kT <IB<3'<2'
2TS4B 1 =1
3T<5B 1210g23k=klog23=k10g(§)

Finite set 4 = alphabet. Probability distribution p on 4 : Y x€A4 , x occurs with
probability p. .

Encode message from 4" over {0,1} .# A4=2B

1) Five bits per letter, length (n-letter message) = 5n

2) 8 bit Ext ASCII

Goal: minimize average length of encodings in 4"

encoding

2 b c aa
0 1 10 11
prefix-code

Morse code: e=- , s=:--

A*=laa,ab,ac,...,ch,cc)

=291
p_[144)-')1441 ~1.573Il

ix for 4bit S
prefix for 4bit codes

=000...110, 1110 ,1111

Definition:
Let p be a probability distribution on 4 . Then we define its entropy as

H(p):=), p.log,(p,') —Z;l p.log,(p,)
a€A ae
1
0.5
0 0.5 1

H(p,1—p) for p€l0,1]




s=#A
Property: OSH(p)SH(l,...,l—)=logzs

S

log, r log,,s Ins
log,b

log,r=

a

Example with {a,b,c} : H(p)=1.555

prefix-free code ¢: 4*—(0,1)’

(average) lengthofan n -letterword w , k dividing n , w=w,..,w, |
= D length(c(w,)=A(w)

1<i<n
average length= z A(w)- prob(w)

weAd"

Shannon's Theorem

Forany e€>0 thereare k,c (type error— should be sth. else) so that average length on
A"<n-(H(p)+e)

(ii) Forany k,c we have: average lengthon A">n-H(p)

Entropy of English:

H (uniform 26 letters)=1log,26~4.7
H (English single letters)~4.2

redundancy = H (uniform) — H ( English)~0.5
lecture 18.05.09

Pseudo-random generation
Idea:
- need randomness
- randomness is expensive
- solution: from little randomness produce deterministically a lot of pseudo-randomness.
Pseudorandomness is algorithmically as good as randomness.
Example: linear congruential generator:
given integers a,b,m
seed x,€Z,
for i=1,2,3,... x,=ax,_,+b in Z,

This is the basis of many RAND-functions in software.

Predictor: Given x,,x,,....x;,_; (and NOT a,b,m )
compute x;

Given X, X, X, 1, X, .

X, =x,_ra+tb 1 X, —x,,, =a(x,_,—x) 4 = (-xi_xi+l)2=a<xi—l_xi)(xi_le) 6
X, =xpatb 2



X=X rat+b 3 xi+1_xi+2=a(xi_xi+l) S = (xi_le)z: (1 —x) (X0 —X0a) 7

Thinkpath: 1-2 = 4, 2-3=5 || 4 * left(4) = 6 || right(5) in 6 = 7.

So: mdivides (x;—x;.,) = (x;—x,)(x:y 1 —X115)

Repeat to get other multiples of m. Their gcd is also a multiple of m.

Fact:

After a polynomial number of steps we find a multiple m' of m and a', b' so that

x,'=a'x'_+b" in Z, .
Is the same sequence as the given m.

Modidication:
Do not output x; but remove the lower (or upper) bits of x, .

10...... o
OUTPUT

This can also be broken via computations of ,short vectors in lattices®.

Quadratic, inverse congruential generators:

x.=ax; +b or xl:L_,_b
i—1
They have good distribution properties.
security: unknown.

t bits

RSA generator: Given RSA parameters ,N,e,d and seed x, ,take x=x/, in Z, ,

for i=1,2,...
Presumable secure, assuming RSA secure.

The Littlewood generator 1953
public: integers n<d

n-bit string x = seed

rational number 0.x in binary

output: d-th bit of binary representation of log,((x+i)-27")=log,(x+i)—n for i=0,1,...

Example: n=10, d=14

i (x+i)-27" log,(x+i)—2
0 0.011010 0111 no idea

1 0.011010 1000 he didnt

2 0.011010 1001 leave the

3 0.011010 1010 sheet on

4 0.011010 1011 projector

Distinguishers
probability distribution p:4—-R_., , 4 finite.



> rla)=1

Uniform distribution U:U(a)—L Y ac 4

T #A
function f:4—B, then we getthe random variable X on B (with valuesin B ),
which assume the value h€B with probability ,& pla) . Abbreviate: prob(b«,X)
Fla)=b

Example: fair die
A={17293749596} . f(a)=a2 ; fA—>|R
prob(12— X)=0

prob (9 <—X)=lg

1 2>1 31 41 51 61 _091
E(X)=1 4 >— 4 —— 4 —— ="
(X) 6 6 6 6 6 6 6
Given random variables x, on 4, , x, on 4, ,..we getthe product variable
X=xXx,X... on A,XA4,X... with prob(a,,a,,..—X)=prob(a,—x,) prob(a,—x,)-...

m:CxXD—-C
projection

m(X)
= marginal value of X on C.

X: random variable on CXD .

B={0,1} , B" = set of n-bit strings.

Algorithm A with output from B” and one bit outputs .
Random variable X on B" .

New random variable 4(X) :for b€eB
prob(b<—RA(X))=Z prob(x—, X )prob(b—A(X))

x€B"

lecture 21.05.09
CHRISTI HHIMMELFAHRT
lecture 25.05.09
Distinguishers

Example:
Algorithm 4 takes X=(x,,..,x,€B’ asinputandoutputs Y=x, . Ug = uniform
distributionon B® . E(A4(Uy)== .

If X and Y are random-variableson B" ,and A4 an algorthm with inputs from B”"
and outputin B , then

AX,Y)=|E(A(X))-E(A(Y))

is the distinguishing power of A (between X and Y ).
If A,(X,Y)=e>0  then 4 isan ¢ -distinguisher. |f some such 4 exists, then X



and Y are distinguishable.

Example:

X = uniform distribution of xeB" with n even, Hamming-weight = . [l Hamming

DS

weight aw (W) of W=w,w,..w,€[0,1]'=D w,
1
Y=0U,
; ="
A : output : ! thw(x)—2
0 Otterwiese

1
= = = - ~|— -
A(X)Y) =40=1= 1-E (U,)~I1 N -1
An irritating approximative calculation led to this result. Because Prof. von zur Gathen
wrote in circles and cleaned the whiteboard milliseconds after writing something, | could
not copy all the text. And | believe it is a good idea to keep it out of my mind.

Definition:
A bit-generator is a function g:B*—p"* with n(k)>k .Random variable g(U,) on
B /Imaybe its U, , he wrote microscopic// hw-3-distinguisher 4

_i

ASIUL).U)=1e

Another distinguisher B : predict y, from y, , ¥, , ¥; : y€B°® :

B(y)= 1 if y,=minority(yy, y2, y3)
0 otherwise

E(B(Us))=5
distinguishing power AA(f(U3),U6)=é— . Family (g;).en of Boolean functions

g,:B*—>B"™ with k<n(k)
1

1
y,€g,(B*) ,say »,=g.(0..0) .Then pmbgk(yk)(yo)zz—k and prob, =

2n(k)
i = 1 1
A(Y)= Ly Yoo E(A(U,,))= o, E(4(g,(Uy))== suppose ,=*
0 otherwise 2 2
111
AA(gk(Uk)rUn(k))_z_k_2n<k)Nz_k
1
. . . - - . V
Afunction 7:IN—R is negligible, if t(k)<prob(k) polys.

1
Y d>1 there exists k, so that f(k)<k—de2ko .



s 2(logk)z _klogk

_1 _ 1 _ 1
Example: t—2—k

Definition: A family (g.);en is @ pseudorandom-generator, if
* it can be computed in time poly(k)
 for all probabilistic poly-time distinguishers 4 , the distinguishing power
A, (g (U,). U,y is anegligible function of & .

Boolean circuit

inputs  ¥,..... Y. , Operations A,V,-,®

one output
/\ AN /\
\V4
V
D

A=y Ay, D:=(Y1/\y2)v(y1/\y2/\y3)

B:i=y Ay,Ay, E3=()’1/\y2)\/(J’1/\y2/\y3)V(J’2/\y3)
C:=y,Ay; Fi:()ﬁ/\yz)V(J’1/\y2/\J’3)V(J’2/\y3)@y4

This circuit ouputs ,1%, if v, belongs to the minority of {»,.¥,. ;] . The circuit can
predict 50% of all y, . By the way | can do that by the prediction-function 0 .| used the
following table to proof the circuit's correctness. As | see it's correct in deed.



A4 = B = C = D=| E-= F =
oo B Ay | yiAmAn | Ay | AVB | DVC | E#y,
0O 0] O 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 1
0 O 1 0 0 0 0 0 0 0
0 O 1 1 0 0 0 0 0 1
0 1 0 0 0 0 0 0 0 0
0 1 0 1 0 0 0 0 0 1
0 1 1 0 0 0 1 0 1 1
0 1 1 1 0 0 1 0 1 0
1 0] O 0 0 0 0 0 0 0
1 0 0 1 0 0 0 0 0 1
1 0 1 0 0 0 0 0 0 0
1 0 1 1 0 0 0 0 0 1
1 1 0 0 1 0 0 1 1 1
1 1 0 1 1 0 0 1 1 0
1 1 1 0 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 0

lecture 28.05.09

Nach einer ausufernden Diskussion Uber Zufall beim DAX etc. ging's los mit dem Thema
Pseudorandom generators

AKX, V)=(E(4(X)~E( A(Y)))
g Uy U,=U,(k)

prob(Y «X)=Y_ prob(b«Y)-prob (b« X)

beB
i-th bit variable X,(y) for yeB'™' , X random variable with valuesin B .
for j<mn , weB’:

pw,*):=prob(w—(X,,..., X))

J

rob(wxXU .« X)= rob((w,z)— X
_ probwxU, oK)= S probl(wz)e X)L
// actuallyz € B'"\ B’

ply,b*) . 1
rob(b— X, =——— f ,*¥)#0 |, otherwise —
prob( (») (7] p(y.*) 5



Definition:

(i) A predictor for the i-th bit is a probabilistic algorithm with inputs from B'~' and output
in B .

Note: Every deterministic algorithm is a probabilistic algorithm.

(i) X is arandom variableon B" , (X,,..,X, ) the corresponding variable on B'~' ,
is an i-th bit predictor. The success rate o,(X) of P is

op(X):= D, p(y,x) probP(P(y)— X ()

yeB'™

The prediction power P is

P=0,(X)-

N | —

if UP(X)Zé—JrE ,then P isan € -predictor.

(iii) A family (X,),en of random variables X, on B"Y | n(k)>k ,is unpredictable, if
any choice for the i, -th bitof X, has negligible prediction power.

lecture 01.06.09
Pfingstferien
lecture 05.06.09
Pfingstferien
lecture 08.06.09
The final exam is on August 12, 11-14h @ BitMax, if you fail, the second date is on
September 15.
Allowed is a pocket calculator without computer algebra and a handwritten, two-sided
DINA4-sheet with all information you can place on it. Copying is not allowed.

Pseudorandom generation

early 1980's: Manuel Blum, Micali, Goldwasser, Yao:



Theorem:

distinguisher < predictor
A:B"—>B P:B"'>B
for xeB” for 1<i<n

generator g:B*—>B" , k<n

X random variable on B”

X=g(Uy)

A(X)=P(X,,... X, )X,

E(A(X))=E(P(X,,... X, )®X,)=0,(X)
o (X)

, 1
if op=>+e , then ANX,U,)=ze

distinguisher = predictor

Theorem (Yao): Let 4 be an (€,s) -distinguisher between X
and U, .Then there exists an (e,s+2) -predictor for the i-th bit of X .

proof:
For 0<i<n ,consider m,:B"—B' be the projection, and Y,=m,(X)XU,_,
¥, /I note: Y, hybrid,

i-th bit of bitstring.

Y, :random variable on » bits, ,first i accordingto X ,last n—i uniform”
,hybrid distributions*
Y,=U, , Y =X

e=E(A(Y))

We know: [¢,—e|=€ ,assume e,—e,>€

e<e,—e,= Y, (e, —e)<n-max(e, ,—e,)

n
i<i<n

:ma"x(ei—l_ei)zg
n
predictor P :input yeB' ,output: 0or 1.
1- (yi’yi+l’""yn)<—RUnfi+l
2. z=Ay, . p,)
3.output z®y, .

Example:

A(X)= 0 if Hammingweight hw (X)=3
1 else

yEB°



1

c,(y)=numberof (z,,,, ...,

Z)

3=(0..0)  ¢,(000000)=20 (g)

The example from projector:

Co ¢y ) C; Cy Cs Ce

000 001101 |20 10 4 3 2 1 1
001 001011 |20 10 4 3 1 1 1
010 011010 |20 10 6 3 2 1 1
011 010110 |20 10 6 3 2 1 1
100 101100 |20 10 6 3 1 1 1
101 100101 |20 10 6 3 2 1 1
110 110100 |20 10 4 3 1 1 1
111 110010 |20 10 4 3 2 1 1

i 0 1 2

5 5 5 3 13 L

16 16 6 8 32 2
e~e, 0 0 2 L 3 16
32 32 32 32
lecture 11.06.09
Fronleichnam
lecture 15.06.09

Pseudorandom < unpredictable
From short to long generators
” <: ¢
Predictor P « distinguisher 4
hybrid distributions: Y,=m(X)xU,_,

e=E(A(Y)) ey—e =€

€ )
em—eizg for some i

P: input yeB~' ,output 0 or 1

1. Choose V;,...,y,€B unfiformly at random.
2. Y=y, 5,0,

3. z—A(y)

Output y;©z@1 // maybe to be switched



success rateof P on X :

op(X)= 2, p(y.*) - prob(P(y)—X,(»))

= Zﬂp(y,*) - prob[(y,<U,)) ANley@A((y,y,)xXU, )X (y))]
= "z”p(y,*) . prob[(0 —(A((y, y)XU, Ay =X,(»)A(y,—U,)]
v probl(1 —(A((y, y)xU, ))A(y,—U,)]

Frohe Weihnachten A
= > p(y.*) - prob[(0 —(A((y, y)XU,_))A(y,<=U,)]

- prob[(0 —(A((y, y)x U, DA(y,~U)
+ probl(1 —(i((y,3)xU, A, <U)

=2 probl0=A(y, )| + probl0=A(y)] - 3 prob[1=A(y)]
=>(1=e.)-(1=e)+7e,
=_;?_ei;1+%el_ = _l_ef_(z_l)+3e" = 22i = e, Frohe Ostern

Short to long integers

Suppose f:B‘*—B**' is pseudorandom,

We get a generator g:B*— B**' for /=1 k

Idea: [ (x)=(y1, Yo, oo Vi) 2 S (f (X)=21, 2, V5,0, Vis2  ,keep applying the last k bits,*

7 k1

fi:=idBXf:Bi+k_l_)Bi+k

(X)X X, X )2 (e X (X e X iy)
g =fiowofie frof,

Theorem: let f:B‘—B**' bean (e,s) -resilient generator that can be computed in size
t , =1
g=g;:B'>B"" Then g isan (le,s—It) -resilient generator, and can be computed
with [ applications of f .

Proof: h,=m Xxg, :B*"'—>B""
(xlx---’xk+1)_>(xirgi—1(x2:---’xk+1))

Then h,o f=g;

hi(f(Uk))=gi(Uk) hi(Ukﬂ):Ungiﬂ(Uk)

Let 21 be an (J, s'):distinguisher between ¢(U,) and U,., :
E(A(g(U))—E(A(U,,))=6

Distinguisher B :input xeB**' output: 0 or 1.

1. Choose i€(l,...,/} uniformly at random

2. y<U_,

3.Execute 4 on (y,h(x))€B*"" and return its output.



[

prob(l<—f9(x))=ll—z prob(1— A(U,_)xh(x))
i=1

Hybrid variables Y,=U,_Xg.(U,)

Y,=UXg,(U,)=U,, ,

Y,=g,(U,)

Yi=Ul—ixgi(Uk)=Ul—iXhi(f(Uk))

Y, ,=U, ;, \Xg, ,=U,_XUXg, (U)=U,_Xh(U,,)

o<l.=pr0b(1<—:4(Y,~)) for 0<i</ .Then o,—x;=6

prob(LeB(f (U )=} X prob(1 =AU, )xh(f(U)=] X prob(1=A(¥)=} 2 e,

lecture 18.06.09

Repetition (answer to a question)

Yao: distinguisher — predictor

g:B*—B" outputof 4 : beB
|E(4(g(U))-E(4(U)))|<e

Consider k and n fiqu, then we have circuits with a fixed size.
P:B"'>B P is actually not a function, because it can be probabilistic.

Thereisa P , Which is an g-predictor. < There is an A , Which is an g-distinquisher.

’67 at neighboring hybrid distribution

If we have a distinguisher, E(A(g(U,))),cp 51z 5 With hybrid distributions

Yi X Un-l
| I-1 | I_ll | n-i i =
X U

i-1 [ n-i



The Nisan-Wigderson generator

Define when a function f:B"— B is ,hard®. (g,s)-hard: For all algorithms A with size s we

have |PTob (f<A4)U,) _;_SE _

=(f(x) = Ax)A(x=U,)
The hardness of f H , is the maximal integer hso thatfis ( 4" , h)-hard.

Yao's XOR-Lemma:
Let f,,...f,:B">B allbe (¢,s)-hard, f=f®..®f,:B">B anda 6>0 .Thenfis
(e*+5,6%(1—€)s) -hard.



lecture 22.06.09

Nisan-Wigderson pseudorandom generators

Philopsophy: It's neccressary and ok to assume P#NP , or the existance of some hard
problem.

Boolean function: (¢g,s)-hard
integers k, n, s, t: A (k, n, s, t)-design is a sequence S,.....S, ofsubsets {1,..,k} such
that

o forall i,j<n:#S=s ( s justcountsthe elements of § )and
. H(SNS;)=t, ifi#)

78 o6l O OO N0 00O

4 5600 OO CRN OO ENED
112300 OIHOOGIOH G 00O

Theorem: Let k,n,s,>1 beintegers, s>2 , t=|log,n|-1
f:B°—= B with hardness Hf22n2 ,and D a (k, n, s, t)-desgin. Then f,:=B*—>B" is
an (n' ...

He erased the whiteboard before | could read. But we proof what we don't know:

Proof:
Fromany (n™',n) -distinguisher between f,(U,) and U, wegetan (n
predictor for the i-th bitof f,(U,) ,for some i<n .

—1 -2

'n) -

Why: S={1,...,s|€(l,....k}] write U,=UXU,_, .
1 1 A
bloso (£)(UD= T problye X XXX, ) prob (Py) =X ()

2 5

= Y prob(x"" U, ) prob(x=f,(U,)) prob(f (x") < P(y))

x'eB ,x"'eB’

i— k—s 1
y=fplx".x") € B Lo =2 ) r(x) // something with average of (k-s) elts.

x''eB*




A

where 7(x"")=27 Y. prob(f(x")<P(y))

x'eB’
y=fopxx") i
1 1 1.1
The average of ris 254‘—2 , SO there exists some z€B** so that "(Z)25+—2 . IIhe
n n
then substituted x" by z.
Algorithm 4 to compute f oninput x'=(x,,..,x )EB" :
1.for j=1,..,i—1 do y,~fplx', z),
2. Output P(y), where y=(y,,....¥,_,)
1 1
Success probability y=r(z)z>+=
n
Cost of algorithm:
1. i—1 einlyation of f // guess what he means ;)
2. evaluate P(y)
Why is 1. easy? For j<i,#(S,NS;)<t and f,(x',s); depends only at most ¢ bits in
x' ; the others are fixed by z . Any Boolean function on ¢ can be evaluated in size
20 .

lecture 25.06.09
I missed class. But Felix allowed me to use his notes to fill this hole:

REPETITION: Nisan Widgerson (Wigderson?) generator

(k, n, s, t)-design
We need a hard function + good design — p.r.g.

A good design: £, =finite field with g elements, so that ¢ is a prime power. (Think: q
is prime)

(f€F [x]:deg f<t] ,for feP: SF@J(M)):uEILq}QFfI:L

Graphof f

P

k=#L=g¢’ n=#P=q""' S=q
Why is the intersection of S, and S, <t ?

Let f,g€P, f#g

Suppose #(S,NS,)=t+1

Then f—g has deg(f—g)<t and =t+1 roots.
= f—g=0 and therefore f=g .

k=3’=9 n=9 s=3=q =1

2 C c c f e d [ g h

1 b b b e d f h [ g

0 a a a d f e g h i
0 1 2 0 1 2 0 1 2



a:f=0
b: f=1
c: f=2

Result:

(i) For s>¢ , s a prime power,

s, t—(s>s"" s, t) design.

d:x
e:x+1
fix+1

(ii) For k,n,t and a prime power s with k> s>

design.

Nisan-Wigderson theorem:

g f=2x
h:2x+1
1:2x+2

A(k,n,s,t) -designwith r=f> , s*' |

, t=(log,n)—1 | thereexistsa (k, n, s, t)-

Let s be aprime powerand f:B'— B with hardness Hf22nJ

Then the generator /', is a pseudorandom generator from B*—B" |

where D is the design fro

Idea: ,Existence of p-r-g-s-

—
Nisan— Widgerson

Asymptotic view of the worl

Some complexity classes:

exponentila in k.

m (ii).

Counting circuits of Boolean functions =
almost every f:B°— B requires circuits of

25‘
size >—
S

= Existence of hard functions”

d:

P =BPP subsetq NP = EXP
2=(g,)ien With g,:B*—B"" s quich, if it can be implemented, if it can be in time

r:IN—=IN is reasonable, if for k,k'€IN :

k<r(k)<2*
rik)<r(k') if k<k'
(r(k))<r(k?)

Theorem:

Let »:IN—IN be reasonable. Then the following facts are equivalent:
(i) Forsome ¢>03 f€EXP with hardness r(k°)

(i) For some ¢>03 quich prg g with g,:B*—B""’
--> derandomization

Usual conjecture: P<BPP

Pl: Polynomial Identity testing € BPP

Impagliazzo & Kabanets:

P=BPP<PIeP




lecture 29.06.09

prg:
distinguisher
predictor

short — long
Nisan Wigderson

Blum-Blum-Shub

N=p-q , p#q oddprimes, x,€Zy random for i=12,.. x=x; €Z) .

Output: Least significant bit (LSB) of x,, x;,....
V1 x? a’=1 a<*l

Nla*=1)=(a—1)(a+1)

=gcd (N ,a—1) is an nontrivial factor of N .
Lemma:
Factoring N =<p,.omamimereancion  SQUare roots mod N . (If | can determine square
roots mod N in time O(f(n)) ,then | can also determine factorsin O( f“(n)),en -)
Proof:

1. Pick x€Z, uniformly at random, y=x’€Z; .

2. Call square root routine with input y and output z .
3. Return g:=gcd(N,x—z), if g€[l,N] //g=10org=N

TODO: prob(g&{l,N})=

2
. _X 2. X Yy
- 1. == =__=2=1
if N=pq , a==, a 2y
1 1 . .
prob(ail)=5 , because prob(x=iZ)=5 , since 4 values are equally likely.

Factoring assumption:
Factoring integers is hard (not poly-time)

Square root assumption:
Taking square roots mod composite integers is hard.

Fact: Square roots modulo primes are easy.
square a=b’€Z;, .

2.p—l p—1
2 2

Fermat (LittleTheorem): | _,»-1_p =4



-1 p—1
How many squares? pT x> —-1= II (x—a)

a€Zy, asquare

p=l . p=1
Vaalx ® 1 : the (x-a)'s are coprime, so I(x—a)x > -1
p=l p—1
Fermat polynomial =x"—x=x-(x > —1)(x * +1) = agw(x—a) /INOTE: not Zj !

a=0 a square anonsquare

x?'=1=II (x—a)

a€Zn

This leads to random polynomial time factorization of polynomials in Z,(x) of the form
II (x—a)

acA

forsome ASZ, .

Deterministic: ??

p=t  p=1

0-x-(x ? :l)(x ? —(=1)) //LS = Legendre Symbol
s s s

Legendre ~1785

Legendre Symbol:
prime p , a€Z,

=\—1 ,if anonsquare unit

r=1 |1 ,if a square unit
()=
0 Lifa=0

Jacobi Symbol:
N=pq

Sanin

Ib:a=b*mod N <3b,,b,:a=b,mod pAa=bsmod q



conditiolns - £=1 a_=_1

q P
4 —1 4 — 1
N N

4 -1 DN

P Elpx Elq d,xXx4d,
(u,—v) (u,v)
N N

a__ X0,

q xa, x O, xd xxd

generator will concentrate on diagonal boxes.

Jacobi Symbol (%) can be computed in polynomial time.



